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Abstract
High bandwidth network technologies are now available, both in the workplace and, increas-
ingly, to the home. Here we focus on the applications that make use of this new technology.
By taking a tour along a stretch of the highway—visiting the workplace, home and school—
we identify some of the technical isuues behind the application technology. We review the
state of current practice, and finish by focussing on the Internet, and the World Wide Web in
particular.
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1 Introduction
People talk about the information revolution, but the introduction of new technology is generally
a process of evolution. Hence the first applications for the Information Superhighway are ‘net-
worked’ applications which help us perform an established task, with some added value thanks to
the better communication infrastructure. In the longer term the changes will be more profound.
In the next section we look at the impact of the superhighway on the workplace, the home
and (because it is familiar to everyone) the educational institution. This highlights some of the
technical issues which developers are working on now, and these are discussed in the subsequent
section: multimedia, security, payment, navigation and resource discovery. For contemporary
background discussion about the impact of the superhighway on our lives, see [1].
In the final section we look at the Internet, which for many is synonymous with the ‘Infor-
mation Superhighway’, and in particular the Web (perhaps also synonymous with the Internet).
2 Some stops along the highway
2.1 At Work
Local area networks are fast and commonplace, but for a company split across multiple sites the
wide area network connections have traditionally been much slower, and connections between
companies far less common. Telephony and data are rarely integrated. With wide area network
connections running at LAN speeds and above, and being available to all companies through
service providers, improved practices are emerging:
 Email is used for information dissemination and asynchronous communication between
individuals. Note that email uses a store-and-forward model and therefore does not require
that a connection be established directly between sender and recipient, nor that the user is
‘online’ when the message is composed or read; store-and-forward is a robust model, but
it does not make strong guarantees about delivery time.
 Videoconferencing enables people to meet without having to travel, and therefore facil-
itates more frequent meetings which can involve larger groups of people. It can also be
used to ‘broadcast’ (or multicast) to groups of users, perhaps for information dissemina-
tion or for training purposes. Videoconferencing has been particularly successful in the
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medical field, where local access to remote expertise is particularly valuable and the sub-
ject of discussion often involves visual information (e.g. X-ray images, scans).
 Groupware assists people working in groups, facilitating the collaborative tasks and per-
haps supporting the management of the overall ‘process’, even across geographically re-
mote sites. A shared workspace might involve document sharing, version management,
and tools such as a shared whiteboard (this is classified as WYSIWIS—What You See Is
What I See).
One downside of greater connectivity is a greater security problem, hence the increasing
interest in firewalls: companies wish to make use of particular network services but protect their
internal computers from the Internet. There is also increasing interest in encryption, to make
information private and to provide authentication.
It is important not to forget the group aspects of applications; much of the discussion of the
Information Superhighway tends to focus on individuals. The area of computer supported coop-
erative work is inter-disciplinary in nature and is as much about social science as it is computer
engineering.
2.2 At Home
Terrestrial broadcast TV, satellite TV and cable TV all provide downstream bandwidth (i.e. to the
user) but very little data flows back, and none between users. As upstream bandwidth becomes
available, even if only at the bandwidth of voice grade phone lines, the situation becomes much
more interesting: better interactive services are possible.
The current manifestation of the Superhighway at home is a fast modem (or possibly ISDN)
and a general purpose computer. Meanwhile, set top boxes are becoming more sophisticated,
and interactive TV is emerging [2]; even terrestial TV will require set top boxes in the future,
for digital services. The industry anticipates an increasing number of ‘informationappliances’—
domestic equipment connected to the network.
In recent years there has been a lot of ‘hype’ about the impact of the Information Super-
highway at home. The applications commonly discussed include:
 Video on demand. From home you can select and watch a video programme, pausing it,
forwarding and rewinding just as you would if using a VCR. The data is not stored lo-
cally in its entirety, but instead is transmitted from a video server at the cable TV head
end. This requires communication from the consumer back to the video server, which is
not widely available (because the amplifiers in the infrastructure are unidirectional). Near
video on demand offers an interesting compromise which doesn’t need the back channel
and therefore also works via satellite. Video programmes are transmitted simultaneously
on different channels, staggered in time; consumers then have limited temporal control
simply by changing channels, which only involves communication with the set top box.
 Shopping. Your TV or computer replaces the mail order catalogue, you have extensive
search facilities, you can see videos of the products, and the transaction can be accom-
plished online. You can watch videos of you holiday location, or even see live views of
it. There is clearly already a market for this, and (except the live videos!) it can be tested
with CD-ROMs.
 Information. The superhighway gives access to a ‘universal encyclopaedia’, to electronic
publications of magazines and books, to information services such as weather forecasts
and online Yellow Pages, and to rapidly changing information (e.g. the stockmarket). How
do you navigate the information space? —you need to find the information that meets your
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requirements, presented in the way you want it. For example, your (online) newspaper
might be customised to include just the news that you are interested in.
 Telephony and videophony. It has long been anticipated that telephone calls (‘audiocon-
ferencing’) will evolve into videoconferencing, and products have existed for many years
but are not in widespread use. Quality video hardware is expensive, and this is now set
to change with the home computer market acting as a driver for cheaper video technol-
ogy. Fax is currently used to send images (note that even text is sent as an image) and
should eventually evolve into multimedia mail, which includes sending video messages on
a store-and-forward basis. Video mail can be more effective than text mail because much
more information can be conveyed, and in some trials has proved more popular than live
videoconferencing.
 Teleworking (or telecommuting) enables people to work from home. This is often achieved
at present by direct connections to the company’s network, but is increasingly possible
over the superhighway. Of course, not all tasks can be accomplished from home, and there
are many problems with being away from the office. Teleworking can be particularly ef-
fective for people who offer their services to a variety of clients in different geographical
locations. Modems over voice-grade phone lines are widely used; (narrowband) ISDN
connections are prohibitively expensive in most countries.
2.3 At School
At present it is expensive for schools to join the highway: they are not in a position to enjoy the
commercial benefits that would enable a business to connect. The importance of connectivity
for schools is being acknowledged and there are now special deals and initiatives. There is also
the issue, as at home, of protecting children from some of the material that may be accessible;
British Telecom’s CampusWorld project uses the metaphor of a playground enclosed by a wall.
Further and higher education establishments, on the other hand, have long been connected via
academic networks (academics were early ‘citizens of the information society’) but only now
are these networks becoming interconnected into the Internet.
The highway enables teaching material to be shared, 1 and it enables students to collabo-
rate to enhance the learning process. Here we encounter the issues of authoring—how do teach-
ers create new courses? This currently requires special skills, and tools to facilitate it are only
emerging slowly. 2 It is not sufficient just to make educational information available, though
this is an important first step; good course materials can also involve guided tours, question and
answer sessions, simulations and assessment.
The video on demand technology, described above in the context of home entertainment,
has an important role on campus in support of digital libraries. Users access a database machine
which has an index to the available video material, and this in turn instructs a ‘media streamer’
to playback the video on the user’s workstation. The database machine controls access and can
manage security, copyright and payment issues. The user cannot access the media streamer di-
rectly to select material, but may have a direct path for controlling playback.
1The World Lecture Hall can be found on http://www.utexas.edu/world/lecture/
2For educational technology, see http://tecfa.unige.ch/info-edu-comp.html
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3 Issues in application technology
3.1 Multimedia
A multimedia network, or a multimedia computer, is one which integrates different information
types (usually represented digitally). In the multimedia context, the concept of a ‘document’ in-
cludes text, sound, graphics, image, animation or moving video; video and audio may be live
rather than stored, and therefore need to be processed in real-time. The applications described
above can be classified as multimedia applications. Some involve communication between peo-
ple and are synchronous (e.g. videoconferencing) or asynchronous (e.g. multimedia mail). Tele-
working and telebanking, on the other hand, involve communication between people and sys-
tems.
Standards for the storage and transmission of different media types have emerged, e.g.
JPEG (for compression of images) and MPEG (for compression of video). 3. JPEG exploits
spatial redundancy. It defines a number of schemes for use in different circumstances, three of
which are lossy; a lossy tecnique might provide compression of 24:1, while a lossless compres-
sion may be just 2:1. MPEG additionally exploits temporal redundancy. Blocks from a reference
frame are matched against another frame, the best matches obtained, and it is the ‘prediction er-
ror’ and motion vectors for each block that are encoded. Forward and backward prediction is
possible, as well as bidirectional prediction (interpolation). Standards are also required for the
presentation of multimedia documents, where different information types are combined in a sin-
gle presentation: this is the role of MHEG [4].
3.2 Security and Electronic money
In symmetric key cryptography (e.g. DES), the same key is used to encrypt and decrypt a mes-
sage. Public key cryptography (e.g. RSA) uses asymmetric keys: a private and a public key are
generated together (but cannot be derived from each other), and to encrypt then decrypt a mes-
sage it is necessary to use one key then the other. The public key is published (but beware false
keys!). By encrypting a message with the recipient’s public key, only the recipient can decrypt
it (with their private key)—this provides privacy; by encrypting a message with the sender’s
private key, anyone can decrypt it but having done so they know it was genuinely sent by the
sender—this provides authentication (a digital signature).
The ‘ecash’4 concept is based on digital coins, which can be stored on a disk and used in
transactions in much the same way as real coins (including transfer between people). This ap-
proach overcomes a number of perceived problems with exchanging credit card numbers over
the network; for example, as with coins, the payee need not know the identity of the person pay-
ing.
3.3 Navigating Information Space
With a huge volume of information available on the superhighway, the user needs tools to assist
in discovering the appropriate information, and in searching the vast information space interac-
tively or automatically.
Hypermedia has proven to be a powerful technique for navigation. From locations in one
document, the user can follow links to related documents. These links might start from arbi-
3For MPEG documents see ftp://ftp.crs4.it/mpeg/
4For links to various publications, see http://www.digicash.com/
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trary selections by the user, in which case the user is effectively querying the system for related
information, or they could be associated with the document and more prescriptive about the in-
teraction (as in a kiosk).
In open hypermedia, the link information is stored external to documents, which can re-
main in their native format. This has a number of significant advantages for many applications.
It eases maintenance of links, it facilitates authoring (anyone can create links, in link databases
which are existing or new, private or shared), and enables the sets of links available at any time
to be customised to the user’s requirements. Publishers can then use the same set of ‘information
assets’ and repurpose them to meet the requirements of different publications.
4 The Internet
4.1 Background
The history of the Internet goes back to the early 60s (see [3] for a thorough account of the his-
tory and the design of Internet protocols). During the 1980s a number of resource discovery tools
emerged (gopher, wais, archie) to assist in finding information on the increasingly vast network;
meanwhile users were typically performing file transfers to obtain or publish information. The
arrival of the Web and its browsers made these tasks much simpler for the user; it is this sim-
plicity of use combined with the availability of the browsers, that is probably responsible for the
widespread popularity of the Web. Existing resource discovery tools have been integrated with
the Web, and new techniques are being developed.
4.2 Internet protocol over ethernet
Here we introduce some of the concepts underlying Internet networking, by looking at Internet
protocols over ethernet.
A packet travelling from host to host on ethernet carries the source and destination eth-
ernet addresses. An IP (Internet Protocol) packet also carries the source and destination IP ad-
dresses (each 4 bytes). The ethernet addresses correspond to the current ‘hop’ only, while the
IP addresses correspond to the extreme endpoints of the communication. The movement of the
packets will be controlled by active equipment in the network infrastructure: bridges filter traffic
according to the ethernet address, routers work at the level of the IP addresses, and gateways at
higher (application) levels.
When an IP packet is transmitted, the host checks to see if the destination IP address is
on the same physical network, and if so it uses the corresponding destination ethernet address.
However, if the destination IP address is not on the same network, a suitable router (often called
a gateway) is identified from routing tables; it is the ethernet address of this machine that is used
as the destination ethernet address, while the destination Internet address remains unchanged.
Two IP addresses are identified as being on the same network if they have identical network
portions (obtained by applying the network mask to each, e.g. with a mask of 255.255.255.0,
hosts 152.1.2.3 and 152.1.2.4 are found to be on the same physical network).
To determine the ethernet address of a host from its IP address dynamically, the ARP (Ad-
dress Resolution Protocol) is used. Usually only the host itself would respond to a broadcast
request for its ethernet address (if two machines respond with different ethernet addresses then
there are duplicate IP addresses in use). There are some circumstances where one machine may
respond on behalf of another; for example, a router might respond with its own ethernet address
for all the IP addresses on the other side of it (this is called proxy ARP, and generally routing is
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preferable where possible).
Above the IP layer, there are connectionless protocols (using UDP—User Datagram Pro-
tocol) and connection-oriented protocols (using TCP-Transmission Control Protocol). For ex-
ample, the network file system (NFS) uses Remote Procedure Calls (RPC), which use External
Data Representation (XDR) and UDP; i.e. it is not (traditionally) a connection-oriented service,
and this enables it to be stateless but also makes it less secure.
We use a number of connection-oriented Internet protocols on an everyday basis. The ser-
vices listed below are given with their port numbers, which are well-known numbers used by
client software to access that particular service on a given host.
 SMTP (Simple Mail Transfer Protocol, port 25). This is the protocol used to send email





Greetings from the CERN Summer School of Computing
.
 POP (Post Office Protocol, port 109) is used by some mail programs to read spooled email.







 TFTP (Trivial File Transfer Protocol) is a lightweight file transfer protocol based on UDP
instead of TCP; it implements its own acknowledgment protocol.
 HTTP (HyperText Transfer Protocol, port 80). Used in communication between World
Wide Web clients and servers. The familiar methods are GET (for obtaining documents
and sending simple queries) and POST (for sending data such as a form).
Two protocols for IP over serial lines are being used increasingly, for dial-up connections
to the Internet: SLIP (Serial Line Internet Protocol) and PPP (Point-to-Point Protocol). SLIP
is the simpler and is quite widely supported in public domain products; there is also a version
which uses compression. PPP supports multiple protocols, handles address negotiation (useful
for mobile hosts) and has an authorisation mechanism; it is currently more often available in
commercial products. Multilink PPP is also appearing and enables a single logical PPP chan-
nel to be established over multiple network channels, such as in aggregation of 64kbps ISDN
channels.
4.3 World Wide Web
World Wide Web is an example of a distributed hypermedia system, running on the Internet. It
is very simple: the user uses a browser, which is a tool than can display a number of standard
document formats, to access a server, which provides file transfer. The client and server com-
municate using HTTP. Hence the user can download a file and display it, by instructing their
browser to get the URL which identifies the document. One of the formats supported by the
browser is HTML, which is a mark up language that includes hard coded hypermedia links from
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locations in the document to other documents. The server maps filename extensions to particular
MIME (Multipurpose Internet Mail Extensions) encodings, and the browser in turn maps these
to corresponding viewer applications.
To facilitate searching and interaction through forms, it is possible for the server to initiate
a process to handle an incoming query or form, using the Common Gateway Interface. Similarly,
the browser can create other processes (perhaps to handle certain document formats) and has the
capability to be integrated with other applications. Server-side state does not persist from call
to call, so where required the state must be encapsulated in the document sent back to the client.
Netscape implements the notion of a cookie sent by the server and retained by the client, to be
inserted automatically in future requests in a given range of URLs.
The Web model is strict client-server. It is possible to introduce processes called proxies
which the clients treat as servers; meanwhile, the proxy acts as a client to other servers. Caching
proxies enable a group of clients to enjoy local access to documents of common interest once the
document has been obtained for the first time. The relevance of proxies here is that they promote
scalability: when moving an application from a LAN of 100s of machines to what seems to be
a global LAN of millions, scalability is a key issue.
As it stands, the Web lacks many of the features needed to tackle the applications on the
Information Superhighway. Security is improving (e.g. Netscape SSL) and the restrictions of
the strict client-server model are being tackled so that it supports more asynchronous interaction
(e.g. client-pull and server-push). It does not currently support real time video, as in video-
conferencing, but can be used to integrate such applications (there is support for video on Inter-
net, through the Multicast Backbone or MBONE). As the browsers become more programmable
(with languages such as Java) there will be more control over presentation and interaction, with
more processing client-side. VRML (Virtual Reality Modelling Language), which in some ways
is like HTML but describes 3D models, is also becoming available.
The Web is currently used as a closed hypermedia system, because the links are stored in
HTML documents. However, it has an open architecture and it is possible to engineer open hy-
permedia solutions. For example, links can be stored external to the documents, and then either
(a) precompiled them into HTML documents before the user accesses them, or (b) compiled into
the document on-the-fly, when it is requested by the user. The latter has the disadvantage that
server-side processing is required at the time of the document access, so the document cannot be
held in caching proxies. With some additional client support, authoring of link databases by sim-
ple point-and-click operations is possible, and in combination with the facility to search existing
link databases, a powerful authoring environment is achieved.5
4.4 The future
Many people refer to the Internet and the Information Superhighway interchangeably, while for
some the Information Superhighway is the world of CATV and video on demand (the so-called
‘500 channels’); also, we should not forget the developments in mobile phones and new wire-
less products. The Internet is highly interactive, highly programmable, open, general purpose
and somewhat anarchic; at the moment, the Internet infrastructure uses the public networks but
the Internet is not operated by them per se—they do not dictate the information content. As such
it seems to form a stark contrast with the cable world, where the company decides on what in-
formation to make available and then sells it to the ‘consumers’ along with other services for





Some of the material in these lectures is based on the Networking in the Nineties module of the
Modular MSc in Information Engineering, a course delivered using the Internet. 6
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